Yubikey 5C NFC

e Product Description

The YubiKey 5 (USB Type A) Series is a hardware based
authentication solution that provides superior defence against phishing,
eliminates account takeovers, and enables compliance requirements for
strong authentication. It offers multi-protocol support including FIDOZ2,
Yubico OTP, OATH HOTP, U2F, PIV, and Open PGP. It supports single
factor password less login and multi-factor authentication in conjunction
with user touch and PIN.

¢ Reduce IT Operational Costs

The ease of use and reliability of the YubiKey is proven to reduce
password support incidents by 92%. This was documented in a research
paper by Google, describing the Google employee rollout to more than 70
countries. Deployments are faster and cost less with the YubiKey's
industry leading support for numerous protocols, systems and services.

e Specifications

v USB Type: USB-C

v NFC-enabled: Yes

v Authentication Methods: Password less, Strong Two Factor, Strong
Multi-Factor

v Identity & Access Management: AWS Identity and Access
Management (IAM), Centrify, Duo Security, Google Cloud ldentity,
Idaptive, Microsoft Active Directory, Microsoft Azure AD, Okta, Ping
Identity
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Productivity & Communication: Google Account, Microsoft
account, Salesforce.com

Password Managers: 1Password, Dashlane Premium, Keeper,
LastPass Premium

Function: WebAuthn, FIDO2 CTAP1, FIDO2 CTAP2, Universal
2nd Factor (U2F), Smart card (PIV-compatible), Yubico OTP,
OATH - HOTP (Event), OATH - TOTP (Time), Open PGP, Secure
Static Password

Certifications: FIDO 2 Certified, FIDO Universal 2nd Factor (U2F)
Certified

Cryptographic Specifications: RSA 2048, RSA 4096 (PGP),
ECC p256, ECC p384

Design & Durability: Water Resistant, Crush Resistant, No
Batteries Required, No Moving Parts

Device Type: FIDO HID Device, CCID Smart Card, HID Keyboard
Manufacturing: Made in USA and Sweden
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