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FUNGIBLE F1 DATA PROCESSING UNIT
High-Performance, Fully Flexible Processor for Data-Centric Computing

KEY FEATURES
• Industry’s first 800GbpsDPU
• Fulloffloadofall infrastructureservicesfromx86

processors
• High-level languageprogrammable(i.e. C)
• Integrated10x100GE,10x40GE,20x50GE,40x

25GE,40x10GE ports
• Separate100M/1GE/10GE port for management

Supports Fungible TrueFabricTM with non-drop
and end-to-endQoS

• Support for NMVe over TCP and NVMe over
Fabrics

• SupportsRDMAoverTCP, TrueFabricTM
• IntegratedfullyprogrammableL3/L4IP router
• Supportsoverlaynetworks—NVGRE,VXLAN,

GENEVE,MPLS,EVPN
• LatestgenerationMIPS64cores—52@1.6GHz

■ 200 hardware threads
■ Fullycache-coherent

• 64PCIeGen3/Gen4lanes
■ 16 dual-mode controllers—each can be
configuredasendpoint or root complex

■ Support for PCIe SR-IOV with 64 PF/1024 VFs
• High-performance hardware accelerators
■ ProgrammableDMAengines—4Tbps
■ Crypto (AES-GCM/XTS)—1Tbps
■ Hash (SHA-3)—1Tbps
■ Compression/Decompression—512Gbps Full
Duplex

■ Erasure coding/RAID—800Gbps
■ Regular expression(regex)—400Gbps

• Memory
■ Integrated 8GB HBMmodules with ECC
■ Two-channelDDR4/NVDIMMwithECC

• Security
■ Secure boot and hardware Root of Trust
■ Secure Enclave and Key Vault
■ Public key authentication—signature50K RSA
2K per second, 180K ECC per second

■ Physical unclonable function (PUF)
■ Line rate firewall/filtering
■ Deep packetinspection

BENEFITS
• TCOsavings: Achieves3x economicsavings
(network,compute,storage)acrossdata
centerscales(megascale toedge)

• Industry’shighestperformanceprocessor
fordata-centric computing
■ I/O processor with 166MPPS
■ NVMe/TCP controller @10MIOPS
■ L3–L7 security services@400Gbps

• Simplifiedservermanagementwith reduced
serverSKUs,enabledbydisaggregationof
computeandstorage

• Ease-of-insertion—no changesto
applicationsoftware

OVERVIEW
Moderncloud-nativeapplications are characterizedby several key attributes: firstly, theyare built as
microservicesthatrunonadistributedsetofserversandsecondly,theyneedtomanagelarge
datasets that extendbeyond thecapacityandperformanceofa single server.Theseattributesdrive
theneed for high-performance,scale-out, hyperdisaggregateddata centers,where servers interact
as a unified pool of disaggregated compute and storage servers to serve the needs of these
applications.

TheFungibleDPU™familyofprocessorsispurpose-builtfromthegrounduptoaddressthetwo
biggest challenges in scale-out disaggregated data centers—inefficient execution of data-centric
computationswithin server nodesand inefficient interchange of data amongnodes.The Fungible
DPUalsostrengthensthereliability,securityandagilityofthesedatacenters.Note:Data-centric
computationsarecomputationsperformedin thenetwork,storage,securityandvirtualization
datapaths. Today, these computations represent more than 30% of computations in modern
applications.

TheFungibleF1DPUistheflagshipdeviceoftheFungibleDPUfamilyofprocessors.Optimizedfor
best-in-class performance, the F1 DPU delivers 800Gbps processing, executing data-centric
computationsanorder ofmagnitudemoreefficiently thangeneral-purposeCPUs. Itfully implements
theentirestorage,networking,securityandvirtualizationstack.TheF1DPUalsofacilitateshighly
efficientdatainterchangeamongservernodesthroughitsTrueFabricTMtechnology.Thisenables
disaggregationandpoolingofall data center resources tobe realized atmassive scale.TrueFabric is a
large-scaleIP-over-Ethernetfabricprotocolthatprovidesfullcross-sectionalbandwidthwithlow
average and tail latency, end-to-endQoS, and congestion-free connectivity.The TrueFabric protocol
is fully standards-compliant and interoperablewithTCP/IPover Ethernet.This ensures that thedata
centerspine-leafnetworkcanbebuiltwithstandardoff-the-shelfEthernet switches.

F1 DPU ARCHITECTURE
TheF1DPUarchitectureleveragesauniquehardwareandsoftwareco-designthatdelivers
maximumfeatureflexibilitywithoutcompromisingperformanceefficienciesfordata-centric
computing.This combination of attributes enables the F1DPU to be designed for amultitude of use
casesdemandinghighperformancedensitiesandlowlatenciessuchasstorage,security,AIand
analytics servers.

TheF1’sadvancedSoCarchitectureintegratesalargenumberofmulti-coreprocessorsthatare
partitionedtorunaseparatecontrolplaneanddataplane.Theprocessorsareinterconnected
throughafastnetwork-on-chip(NoC)toacarefullyselectedcollectionofhardwareaccelerator
blocks.TheSoC interactswith external components through standard Ethernet network ports and
PCIe Gen 3/Gen 4 controllers supporting Endpoint (EP) SR-IOV and Root Complex (RC)
functionality.

APPLICATIONS
• StorageTarget:Fullstoragestackoffload
optimizedforNVMe/TCPstorageappliances

• SecurityAppliance:Full securitystack (L3-L7)
offloadwithbuilt-in line rate firewall

• AI/ML:GPUdisaggregationforscale-outAI/
MLapplication

• Data Analytics: High-performance real-time
bigdataanalyticsengines(OLAP,OLTP)

• Composable Disaggregated Infrastructure:
Dynamiccomposabilityand resourcepooling
overtheTrueFabricforCPUs,FPGAs,GPUs,
SSDs,HDDsetc.
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SCALE-OUT COMPUTE
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HYPERDISAGGREGATE YOUR
INFRASTRUCTURE TO IMPROVE
UTILIZATION AND REDUCE FOOTPRINT
The F1 DPU transforms compute and storage resources into
disaggregated,poolednetwork resources that canbe sharedamongmany
remote servers over a secure, low-latency TrueFabric.
The F1 also implements bare-metal virtualization that offloads the
entire hypervisordatapathfromthex86processorforapplications
demanding bare-metalperformance and latencycharacteristics.Further,
thanks to the high-performancesecuritycapabilitiesoftheF1DPU,it is
alsowell-suited for securityappliances.

SCALE-OUT STORAGE
The F1 DPU software implementsa complete, industry-leading storage
stackthatguaranteesthedurabilityandsecurityofuserdata,bothin
motionandatrest.Acomprehensivesetoffeatures—includinghigh-
performance in-line erasure coding, text/image compression and
encryption—delivers5xsavingsoverexistingsolutions.

Designed to compress and encrypt data in a single pass, the F1 DPU
virtuallyeliminateslatenciesinherentintraditionalnetworkedstorage
compression and encryptionschemes,which involveseveral data transfers
betweenanx86CPUandmultipledevices.TheF1’sadvancedstorage
servicesincluderawblock,durableblock,andkey-valuestoreforNVMe/
TCP.TheF1DPUenablesscale-outall-flasharray(AFA)storagesystems
withextremelyhighIOPS(Read(4KB):15MIOPS—limitedonlybyPCIe
bandwidth),without theneed for x86CPUs.

The F1 DPUoffloads the entire network, storage and security stacks from
attachedx86CPUs,freeingupmorethan50%ofthex86CPUs’cycles,
making themavailable for additional user workloads.A single F1DPUcan
connecttoeither fourdual-socketserversthroughPCIeGen 3x16or
eightdual-socketserversthroughPCIeGen3x8.Thesamearchitecture
canbeusedtoattachanyPCIeresourcesuchasGPUs,TPUsandFPGAs.

SCALE-OUT NETWORK
TheF1DPUincorporatesafullyfeatured,high-performanceandlow-
latency L3/L4 IProuter built around a state-of-the-art, flexible forwarding
pipeline that can be reconfigured to support futureprotocols. TheF1also
fullyoffloadstransportandoverlayprotocolsincludingTCPandUDPand
overlaytechnologiessuchasVXLAN,NVGRE,GENEVE.Furthermore,theF1
DPUimplements TrueFabric, a large-scale IPover Ethernet fabric protocol
thatprovidesfullcross-sectionalbandwidthwithlowtail latency,along
withend-to-endQoS,non-dropandcongestion-freeconnectivity.
TrueFabricallows the collapsing ofspine and core switching layers into a
singlelayer,achievinghigherlinkutilizationanddeliveringthehighest
economicsavingscomparedtoexisting technologies.

SCALE-OUT SECURITY
TheF1DPUisdesignedtooperateasasecuritygatewaythatprovides
uncompromisingandcomprehensiveprotectionforalldatainthedata
center.With its advancedsecurity capabilities—deeppacket inspection,
regular expressionparsing, lineratehashing,andencryption—theF1 is
ideallyequippedtoprotectall trafficflows,providingin-linefirewall
servicesforalleast-westandnorth-southtrafficatfulllinerate.Indoing
so,theF1DPUminimizestheattacksurfaceareaandenablesreal-time
threatdetectionandprevention.

TheF1DPUalsoincorporatesahardwareRootofTrustthatensuresall
software is cryptographically authenticatedbefore runningon theDPU.It
alsoincorporatesaSecureEnclave,whichimplementsakeyvaultand
provides unprecedented asymmetric cryptographic performance levels
with its integratedpublickey(RSAandECC) accelerators.

The F1 DPU enables end-to-end encryption of up to 100 million flows.

SOFTWARE
TheFungibleDPU familyof processorsshare the exactsameprogramming
model.

TheF1DPUrunsFunOS™onitsdataplane.FunOSisaninnovative,
purpose-built operating system written in high-level programming
languages(ANSIC) for thedataplane.FunOSruns thefollowingstacksand
features;networking,storage,security,virtualization,analytics.

ThecontrolplanerunsastandardOS(e.g.Linux)andcontainsagents that
allowaclusterofF1DPUstobemanaged,controlledandmonitoredbya
setofRESTAPIs.TheseRESTAPIscanbe integratedintostandardor
third-party orchestration systems such as Kubernetes CSI plugins,
OpenStack,OpenShift,etc.

Drivers

PCle Device
4 cale-Out)

Pooling,
SFUNGIBLE DPU

PCle

Network
(Protocols,

VM OS

Agents

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

SS
D

R
ES

T
A
PI

Dual
Sock

Dual Socket
2

Dual Socket
3

Dual
Sock

PCle
Devi

PCle Device
2

PCle
Devic



FUNGIBLE F1 DPUProduct Brief

TECHNICAL FEATURES
Hyper-THreaded daTa prOcessIng UnIT
• Clean-slate architecture optimized for data center
infrastructureservices

• Programmablehigh-performanceandhigh-efficiency
processors

• 52xMIPS64R6 coreswith hardware virtualization
• Highassociativitymulti-levelcachehierarchy
• 32MB total on-chipL2memorywith ECC
• Advancedschedulingextractsmaximumefficiency
from200 independenthardware threads

• Global resourcemanager andwork orchestrator
• Uniquelyscalablecachecoherentmemorysystem

HIgH-perfOrmance clUsTered cOres
• MIPS64Release6InstructionSetandPrivileged
ResourceArchitecture

• 64KB L1 I-cache,80KBL1D-cache
• Full 64barchitecture
• Dual-issuepipeline
• Branch and jumpprediction
• L1datacachesupportscache-to-cachedatatransfers
• Virtualizationmodulesupport
• Out-of-order datareturn
• 48-bit virtual and physical addresses
• IEEE 754 - 2008 compliant floating-point unit with
SIMDengine

• Fast MMUandmulti-level on-coreTLB
• ECCandparitysupportondatacachesandL1

instruction
• Load/storebondingsupport
• Low-power features

neTwOrk-On-cHIp
• Optimizedhigh-bandwidth intelligentmesh
• Ultra-low latencymessaging

pcIe InTerface
• 64PCIeGen 3or32Gen 4 lanes(bifurcatable)
• 4xGen3x16 or 4x Gen4x8
• 8xGen3x8 or 8x Gen4x4
• 16xGen3x4 or 16x Gen4x2
• 2.5G,5G, 8G,16G link rates
• 8dual-modecontrollers—eachcanbeEPorRC
• SupportsMSI/MSI-X
• ProgrammableQoS perVF
• SR-IOV support, with 64 PFs and 1024VFs

■ 4PFspercontroller,upto64VFspercontroller
■ Flexible resourceallocation
■ HardwareQoSpervirtual function

• VirtualizedDMA supportwithQoS

neTwOrkIng
• Network bandwidth of 800Gbps
• 8x 100GE (IEEE802.3bj, IEEE802.3bm)
• 8x 40GE (IEEE802.3ba)
• 8x 50GE (Ethernet Consortium)
• 32x 25GE (Ethernet Consortium)
• 32x 10GE (802.3ae)
• IEEE802.3ap-basedautonegotiationandbackplaneKR
• IEEE802.1Qau (QCN)—congestion notification,
IEEE802.Qaz (ETS) andIEEE802.Qbb(PRC)

• IEEE1588v2
• JumboFrameSupport (16KB)
• IntegratedPHY supporting fiber and coppermedia
• Full hypervisor OVS offload
• P4-like programmable parser
• Fungible TrueFabricTM

• All packets onwire can be encrypted (AES-GCM)

HIgH-perfOrmance acceleraTIOn
• ProgrammableDMA engines—4Tbps
• Crypto (AES-GCM/XTS)—1Tbps

■ Various AES modes (CBC, XCBC, ECB, CTR,
GCM, XTS) 128b, 192b, and 256b

• Hash (SHA-3)—1Tbps
■ SHA-1/SHA-2/SHA-3 (160, 224, 256, 384, 512)

• Compression—512Gbps
• Erasure Coding/RAID—800Gbps
• Programmable CRC,T10-DIX—1Tbps
• Analytics/DPI—400Gbps

memOry sUbsysTem
• IntegratedHBMwith a total of 8GB
• TwochannelsDDR4w/ECC—upto512GBeach
• NVDIMM-N,RDIMM support

secUre bOOT

• Dedicatedsecurebootprocessor—trustedkey
management and distribution, boots only
validated certificates and firmware

• Root of trust for the server
• All DPU and x86codeis authenticatedbefore
execution

• SecureEnclaveondevice
• 50KRSA 2K signatures per second
• Physical unclonablefunction(PUF)

TranspOrT&OverlayOfflOad
• RDMA over TCP, TrueFabric
• Complete TCP and UDPoffload—stateless
or stateful termination

• MPLS,VXLAN,NVGRE,GENEVE, EVPN

managemenT InTerfaces
• Orchestrationinterfaceforstorage,compute,and
networking

• 100M/1GE/10GEmanagement interface
• IEEE1588

■ Transparentclock, ordinary clockand slave
support

■ One-step and two-step time-stamping with
nanosecond granularity

■ PTPsynchronized time referencedistributed to
all cores

■ Ultra-low jitter distribution within specialized
internal fabric

• FourI2C interfaces (threemasters andoneslave)
• QSPI interface for flash
• eMMC (5.1) interfacesupport
• GeneralPurposeI/Os(GPIOs)
• Dual UART
• JTAG IEEE1149.1and IEEE1149.6

pOwer
• 120W

sOfTware develOpmenT TOOlcHaIn
• Cross-compileGNUtoolchain
• Data plane APIs—network, storage, security,
data analytics

fUnOs daTa plane sOfTware
• Networking—underlay and overlay Ethernet,
IPv4/6 routing, FungibleTrueFabric, routing/
network segmentation, TCP/IP offload, RDMA,
RPC offload, SSL offload,firewall

• Storage—rawblock, durable block and key value
store

• Storage—NVMe/TCP Security Stack—intrusion
prevention,IPsec,transportlayersecurity(TLS),
URLF, logging, AV, ATP, DPI, regex

• Data Analytics—flexible pipeline for stream
processing and columnar databases

lInUx cOnTrOl plane sOfTware
• Networking—underlayand overlay control plane
• Storage controlplane
• Security control plane

lInUx server sOfTware
• Linux netdev, RDMAVerbs and crypto device
drivers

• eBPFoffload
• OpenMPI support

CONTACT US
info@knitlogix.com

KnitLogix,
King of Prussia | Pennsylvania | 19406 | USA.
+14843410636 (US)

KLX Cloud IT,
Carnival House | Gen. AK Vaidya Marg | Malad East | Mumbai-400097| India.
+91887916733 (India)
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