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FUNGIBLE S1 DATA PROCESSING UNIT
Power and Form-Factor Optimized,
High-Performance Processor for Data-Centric Computing

KEY FEATURES
• Industry’smostflexible200GbpsDPU
• Fulloffloadofallinfrastructureservicesfromx86

processors
• High-level languageprogrammable (i.e. C)
• Integrated2x100GE, 4x50GE, 8x25GEports
• Separate100M/1GE/10GEportformanagement
• SupportsFungible TrueFabricTMwith non-drop

and end-to-endQoS
• SupportsNVMe
• SupportsRDMA over TCP, TrueFabric
• Supportsup to200G fullTCP terminationoffload
• Supportsoverlaynetworks—NVGRE,VXLAN,

GENEVE,MPLS, EVPN
• Supports4xNVMeSSD local instancestorage
• Thermal design power (TDP) of <35W for

100Gbps processing and <50W for 200Gbps
processing

• LatestgenerationMIPS64cores—16@1.6GHz
■ 56hardwarethreads
■ Fully cachecoherent

• 32PCIeGen3/Gen4 lanes
■ 8dual-modecontrollers—eachcanbe
configuredasendpointorrootcomplex

■ Supports PCIe SR-IOVwith 32 PF/512VFs
• High-performance hardwareaccelerators

■ Programmable DMAengines—2Tbps
■ Crypto (AES-GCM/CBC/XTS)—256Gbps
■ Hash (SHA-1/2/3)-256Gbps
■ Compression/Decompression—128Gbps
Full Duplex

■ Erasure coding/RAID—200Gbps
■ Regularexpression (regex)—100Gbps

• Security
■ Secureboot andhardwareRoot of Trust
■ SecureEnclaveand KeyVault
■ Public key authentication
■ Physical unclonable function (PUF)
■ Line rate firewall/filtering
■ Deep packet inspection

BENEFITS
• TCO savings: Increased utilization from

pooling of expensive resources and
improvednetwork utilization reduce need
toover-provision.

• Baremetalperformance forapplications
with high throughput and low latency
requirements in virtualizedenvironments

• HighQoS enabled by TrueFabric, delivering
low average latency and jitter, even at
massive scale

• No-compromiseend-to-endsecurity
• Simplified servermanagementwith reduced

serverSKUs,enabledbydisaggregationof
computeandstorage

OVERVIEW
TheFungibleS1DPUistheseconddeviceintheFungibleDPU™familyofpurpose-builtprocessors
optimizedfordata-centriccomputing.Data-centriccomputingcombinesexecutingdata-centric
computationswithinservernodesandefficientlymovingdataamongnodes.Data-centriccomputations
are characterizedby statefulprocessingofdata streamsathigh rates.Theyare typifiedby networking,
securityand storagestacks,and todayrepresent30%of themodern serverworkloads.

TheS1DPUis the industry’smostflexible200GbpsDPU,capableofexecutingdata-centric
computationsmoreefficientlythangeneral-purposeCPUs.TheS1DPUfullyoffloadstheentire
storage,networking,securityandvirtualizationstackfromx86coresinhostservers,freeingup
morethan50%of thex86CPUs’cyclesto run applicationworkloads.

TheS1DPUalsofacilitateshighlyefficientdatainterchangeamongservernodesthroughits
TrueFabricTM technology. TrueFabric is a large-scale IP-over-Ethernetfabric protocolthatprovides
full network cross-sectional bandwidth with low average and tail latency, end-to-end QoS,
congestion-freeconnectivityandsecurityamongservernodes.TheTrueFabric™protocolisfully
standards-compliant and interoperablewithTCP/IP over Ethernet, ensuring that thedata center
Spine-Leafnetworkcanbebuiltwithstandardoff-the-shelfEthernetswitches.

Bycombiningthesekeycapabilitiesintoasinglesolution,theFungibleDPUfamilyofprocessors
enableshyperdisaggregationandpoolingofcomputeandstorageresources-deliveringahigh-
performance,massivelyscalablecomposableinfrastructurefornextgenerationdatacenters!

S1 DPU ARCHITECTURE
TheFungibleDPUfamilyofprocessors leveragethesamehardwareandsoftwareco-designand
share theexact sameprogrammingmodel. However,while theF1DPU is designed for high-
performance standalone appliances such as storage, security, AI and analytics servers, the S1 DPU
maximizesperformancewithin the footprintandpowerenvelopeofa standardPCIeadapter.

TheS1’sadvancedSoCarchitecture integratesclustersofmulti-coreprocessors that runsa
cleanlyseparatedcontrolplaneanddataplane.Theseclustersareinterconnectedthroughafast
network-on-chip(NoC)toacarefullyselectedcollectionofhardwareacceleratorblocks.TheSoC
interactswithexternalcomponentsthroughstandardEthernetnetworkportsandPCIeGen3/
Gen4 controllers supportingEndpoint (EP) SR-IOVandRootComplex (RC) functionality.

Thenovel architectureof theFungibleDPUenablesauniquecombinationofperformanceand
flexibility -deliveringasolutionwherethedatapath is fullyprogrammable,yet is fundamentally
more efficient; achieving higher throughput, maintaining lower latency and consuming less power
than existingsolutions.

APPLICATIONS
• Baremetalvirtualization,multi-tenancywith

isolation: Offloading the entire hypervisor data
path functionality into theS1DPU

• Scale-out network: Offloading the full network
stack-optimized forRDMAandRDMAover
TrueFabric

• SDN/NFV:Offloading switching and routing,
loadbalancer,securityapplications

• End-to-end network and application security:
OffloadingL3-L7 services

• Storage InitiatorandLocalStorage:Offloading
network,storageandsecurityservices

• Ease-of-insertion—no changes to application
software, support for standard APIs

• DataAnalytics:Bringing analytics processing
closer todata
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BUILD HIGHLY EFFICIENT, COST-
OPTIMIZED, SECURE CLOUD, EDGE &
ENTERPRISE DATA CENTERS
Thebroadcapabilitiesof the FungibleS1DPUenablevarious functions
tobe consolidated into a single PCIe adapter unifying network, security
and storage services in an all-in-oneplatform!

BARE METAL VIRTUALIZATION
Forvirtualizedapplicationsrequiringhighperformanceandlowlatencies,
directaccesstounderlyinghardwareresourcesisnecessary.Byoffloading
the hypervisor datapath into the S1 DPU, the hosts can maintain a
lightweighthypervisor,therebycomingclosetomatchingthebaremetal
performancecharacteristicsofthehardware.Thisimprovedefficiencyalso
allowsmoreVMsor containers tobe deployedon thesamehardware.

Thehypervisordatapathfunctionsthat canbeoffloadedinto theS1DPU
include I/O virtualization, network services such as OVS, vRouter,
network overlays, load balancer, storage services enabling local and remote
storage, and security services.

SCALE-OUT NETWORK
The S1 DPU enables highly efficient data interchange among server
nodes,scalabletothousandsofserverracksin thedatacenter.Itdoesso
by fully offloadingtransportandoverlayprotocols, includingTCPand
UDP, as well as overlay technologies such as VXLAN, NVGRE and
GENEVE.

The S1 DPU also implements standards-based RDMA, capable of
leveraging Fungible’s TrueFabric technology to deliver large-scale RDMA
deployments.TrueFabricallowsthecollapsingofspineandcoreswitching
layersintoasinglelayer,achievinghigherlinkutilization(3xvs. ECMP)
and delivering the highest economic savings compared to existing
technologies.

SCALE-OUT NODE SECURITY
At theheartof theS1DPU is a securebootprocessor(SBP) that controls
accesspermissionsand implementsahardware-rootedchainof trustto
ensure that all software running on the S1 DPU is cryptographically
authenticated.TheSBPthussafeguardsagainstthreatsatall levelsby
makingtheS1DPUa secureand trustedenvironmentto runprivileged
infrastructuresoftware.Suchcriticalsoftwareisphysically isolatedfrom
applicationsoftwarerunningon thehostprocessor, thus shieldingthe
systemwithanother layerof security in hardware to thwarthardware-
based attacks.

The S1 DPU also supports a plethora of L3-L7 network and security
features to enable prevention, detection and response to potential
threatsin real-time.Forexample,theS1DPUsupportsapplication-based
policymanagement.This fine-grainaccesscontrolallowstheS1DPUto
minimizerisksat the serverby isolatingandprotectingeach individual
workload. Furthermore, the S1 DPU supports pervasive, end-to-end
hardware-based authentication and encryption for network
communications. It leverages cryptographic units for encryption and
decrypting packets using industry-standard schemes including processing
of IPsec,TLSpayloadsandassociatedKeyManagementSystem(KMS)
functionality.

TheS1DPUalsosupportshardware-baseddeeppacketinspection(DPI),
facilitating dynamic monitoring and the logging of multiple layers of
packets in packet streams.All these functionsdo not imposeanyhost
CPU processingtax.

SCALE-OUT STORAGE: STORAGE
INITIATOR & LOCAL INSTANCE STORAGE
TheS1DPUcanbe integrated intohost servers tocomplementtheF1
DPU on the storage target. Serving as a bare metal storage initiator, the
S1DPUtranslatesNVMetomakingNVMeremotestorageappear local
tothehost.TheS1DPUcanalsoexecutedataservicessuchasend-to-
endencryptionfor data security, andcompressionformoreefficient
networkbandwidthutilization.Thisnotonly freesupexpensiveSSD
spaceandpreciousCPUcores,butalsoboostsperformance(IOPS)
compared to what a server can achieve.

TheS1DPUalsosupports local instancestorageanddurablevolume
storagewithup to4xNVMeSSDsconnectedoverPCIe.Local instance
storevolumesprovideephemeraldatastoragesupport,bestsuitedfor
caching, scratchpadand certain storageapplications.

DEPLOYMENT MODELS
TheS1DPUisdesignedwiththeflexibilitytosupportvariousdeployment
models.

In-lineandLook-AsideMode:WhiletheS1DPUisdesignedtoprovide
excellentin-lineperformance,it isalsoaperfectcandidatefor look-aside
accelerationincomputenodes.Designedto fit intoaPCIeplug-incard,
theS1DPUcanoffloadtheCPUsatcompellingcost-to-performanceand
performance-to-wattratiosonfunctionssuchasencryption,asymmetric
cryptography, compression (text, JPG), deep packet inspection and
filtering.

Composable Disaggregated Infrastructure and Hyperconverged
Infrastructure:While the S1 DPU is designed for high performance,
large-scalecomposabledisaggregatedinfrastructure(CDI),it canalso
supercharge today’s hyperconverged infrastructures (HCI). In HCI
servers,theCPUsits in thecriticalpath,bottleneckingdata flowfromthe
networktoexpensiveresourcessuchasSSDs,GPUsandFPGAs.TheS1
DPU removestheCPU fromthe criticalpathand liberatesthestranded
resources to be first-class citizens on the network.

SOFTWARE
TheS1DPUrunsFunOS™onitsdataplane.FunOSisaninnovative,
purpose-built operating system written in high-level programming
languages(ANSI-C)forthedataplane.FunOSrunsthefollowingstacks
andfeatures;networking,storage,security,virtualization,analytics.

The controlplanerunsa standardOS (e.g. Linux)and containsagents that
allowaclusterofS1DPUstobemanaged,controlled,andmonitoredbya
setofRESTAPIs.TheseRESTAPIscanbeintegratedintostandardor
third-party orchestration systems such as Kubernetes CSI plugins,
OpenStack,OpenShiftetc.

cale-Out)
Pooling,
SFUNGIBLE DPU

Network
(Protocols,

PCleataPlan
FunOS

D e

CPU (x86)

Agents

Control
Plane
(Linux)

Hypervisor/OS

Drivers

CLUSTER
SERVICES
Topology,

Configuration,
Monitoring,
Recover, etc.

Drivers
VM OS

Agents

R
E
ST

A
P
I



FUNGIBLE S1 DPUProduct Brief

TECHNICAL FEATURES
Hyper-THreaded daTa prOcessIng UnIT neTwOrkIng managemenT InTerfaces
• Clean-slate architectureoptimized for data-centric

infrastructure services
• Programmablehigh-performanceand high efficiency

processors
• 16xMIPS64R6coreswithhardwarevirtualization
• High associativitymulti-level cache hierarchy
• 52MBtotalon-chipSRAMmemorywithECC
• Advancedschedulingextractsmaximumefficiency

from56 independent hardware threads
• Global resourcemanager andwork orchestrator
• Uniquelyscalablecachecoherentmemorysystem

HIgH-perfOrmance clUsTered cOres
• MIPS64Release6 InstructionSet andPrivileged
• ResourceArchitecture
• 64KBL1 I-Cache, 80KBL1D-Cache
• Full 64b architecture
• Dual-issuepipeline
• Branchand jumpprediction
• L1datacachesupportscache-to-cachedata

transfers
• Virtualizationmodule support
• Out-of-orderdata return
• 48-bit virtual andphysical addresses
• IEEE754–2008compliant floating-point unit

with SIMDengine
• FastMMUandmulti-level on-coreRLB
• ECCandparity support ondata caches and L1

instruction
• Load/storebonding support
• Low-power features

neTwOrk-On-cHIp
• Optimizedhigh-bandwidth intelligentmesh
• Ultra-low latencymessaging

pcIe InTerface
• 32PCIeGen 3or Gen 4 lanes (bifurcatable)
• 2xGen3x16
• 4xGen3x8or4xGen4x8
• 8xGen3x4or8xGen4x4
• 2.5G,5G,8G, 16G link rates
• 8dual-modecontrollers—eachcanbeEPorRC
• SupportsMSI/MSI-X
• ProgrammableQoS perVF
• SR-IOV support, with 32 PFs and 512VFs

■ 4PFspercontroller, up to64VFspercontroller
■ Flexible resource allocation
■ HardwareQoSper virtual function

• VirtualizedDMA supportwithQoS

• Networkbandwidth of 200Gbps
• 2x100GE(IEEE802.3bj, IEEE802.3bm)
• 4x 40GE (IEEE802.3ba)
• 4x50GE (EthernetConsortium)
• 8x25GE (EthernetConsortium)
• 8x10GE(802.3ae)IEEE802.3apbasedauto

negotiationandbackplaneKR
• IEEE802.1Qau (QCN)—congestionnotification,

IEEE802.Qaz(ETS)andIEEE802.Qbb(PRC)
• IEEE802.1PVLAN tags and priority
• IEEE1588v2
• Jumbo Frame Support (16KB)
• IntegratedPHYsupporting fiberandcoppermedia
• Full hypervisorOVS offload
• P4-like programmable parser
• FungibleTrueFabricTM

• All packets onwire can beencrypted (AES-GCM)

HIgH-perfOrmance acceleraTIOn
• ProgrammableDMA engines—2Tbps
• Crypto(AES-GCM/XTS)—256Gbps

■ Various AESmodes (CBC, XCBC, ECB, CTR,
GCM, XTS) 128b, 192band 256b

• Hash (SHA-3)—256Gbps
■ SHA-1/SHA-2/SHA-3(160, 224, 256,384,512)

• Compression—128GbpsFullDuplex
• Erasure Coding/RAID—200Gbps
• Programmable CRC,T10-DIX—600Gbps
• Analytics/DPI—100Gbps

memOry sUbsysTem
• Four channels 32bDDR4with ECC
• Up to64GB

secUre bOOT

• Dedicatedsecurebootprocessor - trustedkey
management and distribution, boots only
validated certificates and firmware

• Root of trust for the server
• All DPU and x86 code is authenticated

before execution
• Secure Enclave ondevice
• 20K RSA 2Ksignatures per second
• Physical unclonable function (PUF)

TranspOrT &OverlayOfflOad
• RDMA over TCP, TrueFabric
• Complete TCP and UDP offload—stateless
or statefultermination

• MPLS, VXLAN,NVGRE,GENEVE, EVPN

• Orchestrationinterfaceforstorage,computeand
networking

• 100M/1GE/10GEmanagement interface
• IEEE1588

■ Transparentclock,ordinaryclockandslave
support

■ One-stepand two-step timestampingwith
nanosecondgranularity

■ PTPsynchronizedtimereferencedistributedto
all cores

■ Ultra-low jitter distribution within specialized
internal fabric

• Two I2C interfaces (onemasterandone slave)
• OneSMBus interfacewithMCTP support
• QSPI interface for Flash storage
• eMMC(5.1) interface support
• GeneralPurposeI/O(GPIOs)
• Dual UART
• JTAG IEEE1149.1and IEEE1149.6

pOwer
• 35W-50W based on configuration

sOfTware develOpmenT TOOlcHaIn
• Cross-compileGNUtoolchain
• Data plane APIs—network, storage, security,

data analytics

fUnOs daTa plane sOfTware
• Networking -underlay andoverlayEthernet,

IPv4/6routing,FungibleTrueFabric, routing/
network segmentation,TCP/IP offload, RDMA,
RPCoffload, SSL offload, firewall

• Storage—rawblock,durableblockandkey-value
store

• Storage—NVMe
• Security—intrusionprevention,IPsec,TLS,

URLF, logging,AV,ATP,DPI, regex
• DataAnalytics - flexible pipeline for stream

processingandcolumnardatabases

lInUx cOnTrOl plane sOfTware
• Networking—underlayandoverlay control plane
• Storagecontrolplane
• Security controlplane

lInUx server sOfTware
• Linuxnetdev, RDMAVerbs and crypto device

drivers
• eBPFoffload
• OpenMPI support

CONTACT US
info@knitlogix.com
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King of Prussia | Pennsylvania | 19406 | USA.
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+91887916733 (India)
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